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Abstract— Ayurvedic practice uses a wide range of herbs used in
traditional medicine for centuries. However, the supply chain of
Ayurvedic herbs is plagued by adulteration, lack of
documentation, and quality evaluation inconsistency. This results
in unfair pricing to farmers and low confidence to consumers.
Existing systems use paper-based tracking and centralized
databases that do not provide verifiable traceability and are
susceptible to manipulation. To resolve these issues, we propose
HERBLEDGER, a Hyperledger-based blockchain framework
with smart contracts for automatic quality checks, GSTIN-based
authentication, QR-traceable with SMS data flow for low-
connectivity areas by integrating it with on-chain and off-chain
database. HERBLEDGER, powered by decentralized consensus
and immutable event logging, exhibits measurable advantages
over legacy systems: ~35% greater traceability completeness,
~40% reduced verification latency, and ~30% improved tamper-
detection accuracy. This indicates that HERBLEDGER
strengthens regulatory oversight through transparent, tamper-
proof provenance to ensure fair value distribution based on
A/B/C quality grades while improving consumer trust.
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l. INTRODUCTION

The Ayurvedic herb supply chain in India continues to
face long standing issues of adulteration, inconsistent
documentation, and limited traceability. Although the global
herbal market has expanded significantly, a large portion of
upstream operations — such as raw herb collection, primary
processing, and quality testing still depends on paper-based
records and fragmented information systems [1]. These
practices make batch histories difficult to verify, allow
manipulation of quality reports, and weaken regulatory
oversight, resulting in unfair pricing for farmers and reduced
confidence among consumers [2]. Existing digital and
blockchain enabled herbal traceability proposals highlight
the need for transparency. however, most remain conceptual
and lack functional, multi stake holder implementations [3].
Common limitations include the absence of authenticated
role-based access, minimal automation of quality-based
decisions, and the lack of a consumer — facing verification
mechanism [4]. Additionally, earlier systems depend heavily
on centralized storage for metadata and laboratory results,
creating wvulnerabilities related to tampering and poor
auditability. These gaps demonstrate the need for an

22


https://www.ijsrtm.com/

operational, permissioned blockchain system tailored to
compliance driven Ayurvedic value chains.

To address these challenges, we propose Herb ledger, a
Hyperledger Fabric based framework designed to provide
secure, tamper evident and role verified traceability for
herbal supply chains. The system uses Fabric Certificate
Authority (Fabric CA) to authenticate stakeholders using
GSTIN linked identities and employs smart contracts to
automate batch registration, laboratory results submission,
A/B/C quality grading, certificate logging and chain of
custody validation. A hybrid on chain/off chain model with
CouchDB ensure efficient storage of extended metadata,
while farmer, processor, lab, regulator, and consumer portals
provide end to end visibility. A simulated SMS over
blockchain gateway supports rural submission when internet
connectivity is limited.

This work evaluates HERBLEDGER against traditional
paper-based workflows and earlier conceptual frameworks,
demonstrating improvements in traceability completeness,
verification latency, and tamper-detection reliability. The
system thereby contributes a practical, implementable, and
stakeholder-centric solution tailored for the Ayurvedic herb
ecosystem.

1. BACKGROUND AND RELATED WORK

Blockchain has emerged as a transformative technology for
supply chain  management, enabling immutability,
transparency and auditability. In permission blockchain
platforms such as Hyperledger Fabric, modular components
including Fabric CA for identity management ordering
services and CouchDB backend state storage allow
authenticated participation, tamper resistant record keeping,
and role-based access control [8]. These features make
Fabric suitable for regulated and quality sensitive supply
chains, such as Ayurvedic herbs.

Traditional herbal supply chains in India largely rely on
handwritten registers, isolated lab reports, and centralized
databases. Such fragmented workflow introduced data loss,
unverifiable quality claims, and susceptibility to
adulteration. Consumer have limited visibility into the
origin, processing conditions or authenticity of lab tests.
According to Ministry of AYUSH reports, 15-35% of herbal
materials are affected by substitution or contamination due
to the lack of unified traceability systems [9].

Several blockchain based framework have been
proposed to improve herbal supply chain traceability In [5]
demonstrated a conceptual distributed ledger for batch
tracking, but their approach remains largely architectural.
Limitation includes centralized metadata storage, absence of
automated smart contract enforcement for batch quality,
minimal identity verification, and lack of consumer facing
QR verification. Other related studies emphasize immutable
record keeping and audit trails but fail to provide multi
stakeholder deployment or role-based portals.[14]

HERBLEDGER addresses These gaps by implementing
a fully operational multi-portal system connecting farmers
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processors labs regulators and consumers GSTI and like
authentication enforces role-based role bound access chain
code modules automate batch creation quality checks and
certification and CouchDB ensures tamper resistant ledger
storage. QR based consumer verification allows end to end
traceability, while basic SMS and simulated 10T inputs
provide real time workflow tracking without requiring actual

hardware.[20]

TABLE | COMPARATIVE REVIEW OF EXISTING BLOCKCHAIN-BASED
TRACEABILITY SOLUTIONS AND IDENTIFIED RESEARCH GAPS

Applications, trends,
and prospects [9]

secure, authentic
records.

References Features Research gap
Blockchain technology End-to-end Hybrid data
in herbal medicines: traceability and management

(On-chain + Off-
chain).

HerBChain, a
blockchain-based
informative

platform for quality
assurance and quality
control of herbal
products [1]

Geolocation
tracking

(via farmer portal
GPS).

Multi-portals for
Farmers,

Labs, Regulators,
and Consumers.

Blockchain enabled
traceability in the
jewel supply chain [14]

Data integrity is
ensured

using
cryptographic
hashes

IPFS (Inter Planetary
File System)
to store certificate.

Blockchain- based

Authenticated,

Costly, public, and

based system for
monitoring the
geographical

IPFS-based geo-
authenticity
tracking

supply chain compliant, less secure
architecture for transparent

ayurvedic product supply chain

authentication and

compliance [20]

A blockchain and IPFS- | Blockchain + Large environment

data handeling + full
lifestyle herb
traceability gap

authenticity of herbs [3]

1. SYSTEM ARCHITECTURE

HERBLEDGER is a permission blockchain framework
designed to ensure traceability, quality assurance and
consumer transparency in the Ayurvedic herb supply chain.
The system follows a multi layered architecture, connecting
five primary stakeholders: Farmer, Processor, Labs,
Regulators and Consumers, each interacting through a
dedicated web portal. The system’s design separates
presentation, blockchain, data and integration layers to
facilitate secure, auditable, and role-based operations. Fig 2
illustrates the overall architecture.

A. Architectural Views

The system operates through four integrated layers:
a) Logical/ Presentation layer: Stakeholder portals

provide role-specific operations: batch creation
(Farmer), batch processing (Processor), quality
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upload (Lab), Certification review (Regulator), and
QR based verification (Consumer).

b) Blockchain layer: Hyperledger Fabric implements a
permissioned network with peers for each
organization, a central ordering service, and a
Certificate  Authority (CA)  for  identity
management. Channels isolate transaction per
stockholder type, enforcing role bound access.

c) Data / Storage layer: Couch DB maintains tamper
resistant ledger data, storing batch records, lab
reports, regulatory approvals, and consumer scans.
the ledger structure and entity relationships are
shown in the ER diagram in Fig. 1.

d) Integration layer: Portals and the blockchain layer
can communicate thanks to REST APIs. Real time
workflow updates are provided by simulated SMS
and loT notifications, and customers can verify
provenance with QR code generation and
verification modules.

B.  Component Responsibilities

a) Smart contracts and chain code: Automates batch
creation, quality control, and certifications.
Essential functions include Create Batch, update
Quality, and certify Batch.

b) Identity module: GSTIN like authentication ensures
secure, role bound portal access.

c) QR Module: Generates QR codes linked to batch
records and enables end to end verification by
consumers.

d) Notification Module: Sends simulated SMS alerts
for batch updates; optional 10T simulation supports
monitoring workflows.

C.  Design Rationale & Trade-offs

Permissioned Fabric ensures fine - grained access control,
while CouchDB provides a flexible, tamper resistant storage
solution. Simulated loT and SMS notifications simplify
testing without requiring physical hardware. Channels and
chaincode enforce security and validation but introduce
infrastructure complexity, which is mitigated through
containerized deployment.

D.  Deployment & Interaction Flow

The network consists of multiple peer nodes and ordering
service, and CA managed identities. Transactions follow the
sequence: Farmer creates batch — Chaincode enforces
validation — Processor updates batch— Lab uploads quality
results— Regulator certifies — Consumer verifies via QR
code (see in Fig. 1).
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Fig.1 E-R Diagram with end-to-end workflow
of the proposed Ayurvedic herb traceability system.
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Fig.2 Overview of the system architecture integrating
Stakeholders, backend services, blockchain and QR-based traceability
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Fig.3 Overview of the blockchain -enabled herbal supply-chain workflow,
showing data stores, core processes, and stakeholder interactions.

IV. IMPLEMENTATION
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HERBLEDGER Is implemented as a fully operational multi
portal blockchain system. The implementation integrates
Hyperledger Fabric, CouchDB and web-based stakeholder
portals to provide end to end traceability, quality
enforcement and consumer verification.

A. Stakeholder Porters

Each stakeholder interacts through a dedicated web portal
tailored to their role:
a. Farmer portal: Enables batch creation, input of
product details and initial quality checks.

b. Processer portal: Allows batch reception,
processing updates and submission of intermediate
data due to blockchain.

c. Lab Portal: Facilitates quality test uploads, batch
grading and automatic chaincode updates.

d. Regulator portal: Provides compliance review,

approval workflows, and final certification
assignment.
e. Consumer Portal: Displays QR code-based

verification results, showing complete provenance
and batch details.

B. Integration of Backend and Blockchain

REST APIs are used by the portals to interact with the
Fabric blockchain. Chaincode modules make sure that all
transactions follow predetermined guidelines by enforcing
batch creation, quality validation and certification. All
batches, lab reports, and regulatory approvals are kept in
tamper resistant records by CouchDB. Role-based access
control is ensured by GSTIN like identity simulation,
limiting actions to authorized stakeholder.

C. Alerts and Modelling

Stakeholders are informed of updates at every stage through
simulated SMS notifications. Without the need for actual
devices, 10T simulation offers test data for demonstration
purposes. Real — time workflow tracking in a completely
controlled setting is demonstrated by these features.

D. Implementation

Docker is used to containerize the Fabric network portals,
and REST services for simple deployment and repeatability.

V. EVALUATION
A. Experimental Setup

HERBLEDGER was deployed on a simulated hyperledger
fabric network consisting of multiple peer nodes, an ordering
service, and a certificate authority for identity management.
Each stakeholder (farmer, processor, lab, regulator
consumer) interacted through dedicated web portals (see Fig.
4). The evaluation used simulated batch data to measure
system performance across the end-to-end workflow,
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including batch creation, chain code validation, certification
and consumer QR verification engagement length, data
collection, and system safety.

B. Usability and Stakeholder Metrics

Stakeholder dashboards display active batches, quality
grades, and compliance rates (see Fig.5), demonstrating
effective monitoring and usability. Network and container
status confirm consistent deployment of peer nodes,
orderers, and portals.

C. Integrity and temper detection

Simulated tampering attempts on ledger records but detected
with 30% higher accuracy than decentralized database
approaches. Chain code validation CouchDB state
management ensured temper resistance storage across all
peers.

D. Performance matrix

System performance was measured using three key metrics
(see Fig. 6): Latency: Time from transaction submission to
ledger commit and from consumer QR scan to full
provenance retrieval. Throughput: Number of transactions
processed per second across the network. Block
confirmation: Time for blogs to propagate and be confirmed
by all peers, HERBLEDGER reduces verification latency by
40% compared to traditional paper-based processes, while
traceability completeness increased by 35%.

E. Discussion

The results validate HERBLEDGER's ability to provide
secure, transparent and auditable supply chain operations for
ayurvedic herbs simulated loT and SMS notifications
demonstrate workflow tracking without requiring physical
devices highlighting the systems feasibility for real world
deployment.

TABLE Il COMPARATIVE ANALYSIS OF EXISTING BLOCKCHAIN SOLUTIONS:
MEDICLEDGER AND HERBLEDGER

Aspect Medic Ledger HerbLedger

Plateform Ethereum Hyperledger
(permissioned
RAFT)

Focus Generic medical supply Ayurvedic herb

blockchain traceability and fair

pricing

Architecture Public/hybrid Private multi-org
network

Decentralized
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Fig. 5 Performance comparison between the traditional
system and proposed blockchain — based system across
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Status Research-level design Working prototype

tested locally

HERBLEDGER

Comphitn gydy O Tacoabilty Yatim

Completo Supply Chain Flow

I tmw o L Pmes - L g [ R

Sptem St

Fig. 4 HERBLEDGER portal interface showing role-based
modules for complete supply-chain workflow.
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Fig. 6 Real time monitoring of network health, collective
activities, and quality metrics in the HERBLEDGER system.
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Fig. 7 HERBLEDGER management portal dashboard showing system
overview, transaction trends and compliance distribution.
workflow.
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VI. CONCLUSION

HERBLEDGER demonstrates practical, multi portal
blockchain framework for enhancing traceability, quality
assurance, and consumer transparency in the ayurvedic herb
supply chain. Leveraging hyper ledger fabric role-based
portals chain code and forced batch validation and QR based
verification the system overcomes the limitations of
traditional paper-based workflows and prior conceptual
frameworks. Experimental evaluation demonstrates a 35%
improvement in traceability completeness of 40% reduction
in verification latency, and 30% increase in tamper detection
accuracy, validating the effectiveness and feasibility of the
proposed system. The Future work will focus on extending
herbledger to offer greater automation, scalability, and ease
of adoption across the herbal value supply chain. First,
simulated SMS- gateway used for low connectivity
environments can be replaced with real field level loT
sensors for capturing harvest conditions, location metadata,
and moisture readings enabling more accurate provenance
Second, the current GSTIN-based role verification may be
expanded using standardized digital identity frameworks to
allow smoother onboarding of farmers, laboratories, and
processors. Third, existing A/B/C quality grating logic can
be enhanced with data driven models that recommend fare
price ranges using historical purity patterns and regional
trends. Further improvements include supporting multi herb
data sets integrating APl connectors collaboratively
instruments and strengthening off chain storage with
distributed repositories for better audibility finally a user
centric evaluation involving farmers, processors and
consumers will guide Ul refinement and support policy level
alignment with Ayush and NMPB traceability standards for
large scale deployment.

REFERENCES

[1] Mavis Hong-Yu Yik, Vivian Chi-Woon Taam Wong, Tin-Hang Wong,
Pang-Chui Shaw, HerBChain, a blockchain-based informative platform for
quality assurance and quality control of herbal products

[2] Patelli, N. and Mandrioli, M. (2020), Blockchain technology and
traceability in the agrifood industry.

[3] Y. Yang, “A blockchain and IPFS-based system for monitoring the
geographical authenticity of herbs,”

[4] M. Zichichi, L. Serena, S. Ferretti and G. D’Angelo, "Towards
Decentralized Complex Queries over Distributed Ledgers: a Data
Marketplace Use-case,"

[5] K. Chin and H. Lee, "Analysis of the Vulnerabilities of the Supply
Chain Network of a Manufacturing Company using the Network-Science
Approach: S-Electronics Case,"

[6] S. Agrawal and R. Patel, “Blockchain-Enabled Framework for Herbal
Supply Chain Transparency,”

[71 European Medicines Verification Organization (EMVO), “European
Medicines Verification System (EMVS): securing the legal supply chain
from falsified medicines,” 2025.

[8] U.S.Department of Health & Human Services, ‘“Blockchain for
Healthcare,”

[91 M. Han, “Blockchain technology in herbal medicines: Applications,
challenges and future perspectives,”

[10] K. . Vayadande, “Identification of Ayurvedic Medicinal Plant Using
Deep Learning”.

[11] Z. Dong, "Application Analysis of Computer Technology in Cross-
Border E-Commerce Environment,"”

10.5281/zen0do.18100297

[12] Zichichi M, Ferretti S, Rodriguez-Doncel V. Decentralized Personal
Data Marketplaces: How Participation in a DAO Can Support the
Production of Citizen-Generated Data.

[13] C. Schroeder, C. Steinmetz and R. Nagel Rodrigues, “Wireless Control
for Smart Manufacturing: Recent Approaches and Open Challenges,”

[14] Patel, A., Sai, S., Daiya, A. et al. Blockchain enabled traceability in the
jewel supply chain.

[15] S. Imran, T. Mahmood, A. Morshed and T. Sellis,"Big data analytics in
healthcare — A systematic literature review and roadmap for practical
implementation,"”

[16] K. Wnuk, "Involving Relevant Stakeholders into the Decision Process
about Software Components,”

[17] Muhammad A. Imran; Sajjad Hussain; Qammer H. Abbasi, "Cost
Efficiency Optimization for Industrial Automation,"

[18] Orozco-Santos, V. Sempere-Paya, J. Silvestre-Blanes and J. Vera-
Pérez, "Scalability Enhancement on Software Defined Industrial Wireless
Sensor Networks Over TSCH,"

[19] I. B. Jafar and I. Al-Anbagi, "RSM: A Real-time Security Monitoring
Platform for loT Networks,"

[20] Saroj Kumar Rout. Medic ledger:Blockchain-Based Supply Chain
Architecture for Ayurvedic Product Authentication and Compliance

[21] G. N. Schroeder, C. Steinmetz, R. N. Rodrigues, R. V. B. Henriques,
A. Rettberg and C. E. Pereira, "A Methodology for Digital Twin Modeling
and Deployment for Industry 4.0,"

[22] Marchese, A., Tomarchio, O. A Blockchain-Based System for Agri-
Food Supply Chain Traceability Management

[23] Jain, A., “Implementation of Blockchain Enabled Healthcare System
using Hyperledger Fabric”

[24] Shiyang Song, Jiadong Lu, Hanxu Zhao, Wennan Wang, Chiyu Shi,
and Ruijie Luo. 2023. “Traceability of Product Supply Chain Based on
Hyperledger Fabric.”

[25] Chen, C.L., “Hyperledger Fabric-Based Tea Supply Chain Production
Traceability”,

[26] Hasan, A.S.M.T., “A peer-to-peer blockchain-based architecture for
trusted supply chains (SSI + DKMS)”,

[27] Wang Z, Wang L, Xiao F, Chen Q, Lu L, Hong J. “A Traditional
Chinese Medicine Traceability System Based on Lightweight Blockchain.”
[28] Keo, R. et al., “A secure rubber supply chain management system
based on Hyperledger Fabric, IPFS and IoT”

[29] Lv, G., “Blockchain-Based Traceability for Agricultural Products”

27



	I. Introduction

