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Abstract—  Software-Defined  Networking (SDN)  has
transformed network management by separating the control
plane from the data plane, enabling centralized control,
programmability, and flexibility. However, this architectural
paradigm introduces significant security concerns because the
SDN controller becomes a critical point of failure and a primary
target for cyberattacks. Control plane attacks such as
Distributed Denial of Service (DDoS), controller hijacking, flow
rule poisoning, and Byzantine failures can severely degrade
network performance and availability. This study proposes a
fault-tolerant SDN architecture designed to enhance control
plane resilience against malicious attacks and operational
failures. The proposed framework integrates distributed multi-
controller deployment, Byzantine Fault Tolerance (BFT),
intrusion detection mechanisms, secure communication
protocols, and automated failover strategies. Reliability and
availability models are developed to evaluate system
performance under attack conditions. The architecture aims to
improve network survivability, reduce downtime, and maintain
consistent policy enforcement even in the presence of
compromised  controllers.  The study contributes a
comprehensive framework for building secure and resilient SDN
infrastructures capable of supporting modern enterprise and
critical infrastructure networks.
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I. INTRODUCTION

Software-Defined Networking (SDN) has emerged as a
transformative networking paradigm that separates the control
plane from the data plane, thereby enabling centralized
network management, programmability, and dynamic
resource allocation [22]. In SDN architecture, the control
plane is responsible for making routing and forwarding
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decisions, while the data plane executes these decisions by
forwarding packets according to established flow rules[9].
This separation enhances network flexibility, simplifies
configuration and management processes, and facilitates rapid
deployment of new network services and applications
[19],[14].

Studies have highlighted that SDN provides a global view of
the network, allowing administrators to optimize traffic
management and improve overall network efficiency
compared to traditional networking architectures [19].
Despite its numerous advantages, SDN introduces significant
security challenges due to its logically centralized control
architecture [23]. The SDN controller serves as the
intelligence hub of the network and becomes an attractive
target for cyber attackers seeking to compromise network
operations [21]. Attacks directed at the control plane,
including Distributed Denial of Service (DDoS) attacks,
controller hijacking, flow rule manipulation, and unauthorized
access, can disrupt network services, degrade performance,
and compromise data confidentiality and integrity [11],[12].
The concentration of control functions within one or a few
controllers creates potential single points of failure that
adversaries can exploit to launch large-scale attacks against
network infrastructures [18].

Research has emphasized that enhancing control plane
security is essential for ensuring the reliability and availability
of SDN environments. Various security approaches such as
intrusion detection systems, secure communication protocols,
distributed controller architectures, and fault tolerance
mechanisms have been proposed to mitigate these
vulnerabilities [12],[8].

Fault tolerance has gained considerable attention because it
enables networks to continue operating effectively despite
hardware failures, software faults, or malicious attacks
targeting controllers [2]. By leveraging redundancy, controller
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replication, consensus algorithms, and automated recovery
mechanisms [13]. Fault-tolerant SDN architectures can
maintain service continuity and minimize the impact of
disruptions on network operations [19],[18].

Therefore, this study proposes a fault-tolerant Software-
Defined Networking design that integrates controller
redundancy, Byzantine fault-tolerant consensus mechanisms,
intrusion detection systems, and secure communication
protocols to mitigate control plane attacks [1]. The proposed
architecture seeks to improve network resilience, availability,
and security while ensuring consistent control plane
operations under both accidental failures and deliberate
cyberattacks.

Il. PROBLEM STATEMENT

Software-Defined Networking (SDN) has revolutionized
network management through the separation of the control
plane from the data plane and the introduction of centralized
network control. While this architectural approach enhances
programmability, flexibility, and resource optimization, it
also introduces significant security and reliability concerns
[17]. The logically centralized controller serves as the core
decision-making component of the network, making it a high-
value target for cyberattacks and a potential single point of
failure [14],[19].

Several existing SDN deployments rely on a limited number
of controllers to manage network operations. Therefore,
attacks targeting the control plane, such as Distributed Denial
of Service (DDoS) attacks, controller hijacking, flow rule
poisoning, and synchronization attacks, can significantly
impair network performance and availability [11], [18].

DDoS attacks, for example, can overwhelm controller
resources by generating excessive packet-in requests, thereby
preventing the controller from processing legitimate network
events [5]. Similarly, compromised controllers may install
malicious flow rules, manipulate routing decisions, or create
inconsistencies in network policies across distributed
environments. The consequences of control plane failures or
compromises are severe. Flow setup operations may be
delayed or disrupted, network-wide policy enforcement may
become inconsistent, traffic forwarding decisions may be
manipulated by attackers, and critical services may
experience prolonged downtime [8].

Furthermore, synchronization failures among distributed
controllers can result in conflicting network views, leading to
degraded performance, reduced reliability, and increased
vulnerability to attacks [3].  Although several security
mechanisms have been proposed to protect SDN
environments, existing solutions focus primarily on attack
detection rather than ensuring continuous operation during
and after an attack [4]. Hence, there remains a need for a
comprehensive fault-tolerant SDN architecture capable of
maintaining network availability, consistency, and security
even when controllers are subjected to failures or malicious
attacks. Addressing this challenge is the focus of this paper,
and it is essential for improving the fault tolerance of SDN
infrastructures, particularly in enterprise networks, cloud
computing environments, and critical infrastructure systems
where service continuity is paramount.

A. Aim and objectives of the Study
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The aim of this study is to design a fault-tolerant Software-

Defined Networking (SDN) architecture that mitigates control

plane attacks while improving network resilience, availability,

and security.

The study is guided by the following objectives:

1. Identify major control plane attacks affecting SDN
environments.

2. Design a distributed multi-controller architecture for fault
tolerance.

3. Integrate Byzantine fault tolerance mechanisms for
controller consistency.

4. Develop intrusion detection and automated failover
capabilities.

5. Evaluate system reliability and availability using
mathematical models.

I1l. LITERATURE REVIEW

A. Software-Defined  Networking:  Software-Defined
Networking (SDN) enables network programmability by
decoupling the control plane from the data plane.
Centralized controllers communicate with forwarding
devices using protocols such as OpenFlow, allowing
administrators to dynamically configure and manage
network resources. This separation simplifies network
management, improves flexibility, and supports efficient
allocation of network resources in large-scale
environments [20],[16]

B. Control Plane Vulnerabilities: Although Software-
Defined Networking (SDN) offers greater flexibility and
centralized network management, its control plane
remains a major target for cyberattacks. Because the
controller serves as the network's decision-making
component, compromising it can have serious
consequences for network availability, integrity, and
performance. The main control plane vulnerabilities
include: (a) Distributed Denial of Service (DDoS)
Attacks: Attackers flood the controller with a large
volume of packet-in requests, consuming its processing
resources and preventing it from handling legitimate
traffic, which can result in service disruption; (b)
Controller Hijacking: Weak authentication mechanisms
or software vulnerabilities may allow attackers to gain
unauthorized access to the SDN controller, enabling them
to manipulate network operations; (c) Flow Rule
Poisoning: Malicious users inject false or manipulated
flow rules into the network, causing traffic to be
redirected, intercepted, or exposed to unauthorized
parties; (d) Man-in-the-Middle (MitM) Attacks:
Attackers intercept or modify communications between
the controller and network switches, compromising the
confidentiality and integrity of network data; (e)
Byzantine Failures: A faulty or compromised controller
may generate inconsistent or conflicting control
decisions, reducing network reliability and making
coordinated network management more difficult
[16],[10].

C. Fault-Tolerance Mechanisms: These are mechanisms
to ensure continuous, secure, and reliable SDN operation.
These include: (i) Multi-Controller Deployment: A
distributed multi-controller architecture replaces the
traditional single-controller model, ensuring continuous
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network operation if one controller fails or is
compromised. It improves availability, balances
controller workloads, enhances resilience to attacks, and
supports faster failure recovery [14]. (ii) Controller
Replication: Controller replication is a key fault-
tolerance technique that keeps multiple controllers
synchronized with the same network state. It can be
implemented using (a) Active—Active replication, where
all controllers handle requests simultaneously; (b)
Active—Passive replication, where a standby controller
takes over if the primary controller fails; or (¢) Hybrid
Replication, which combines both methods to improve
performance, reliability, and seamless failover [19]. (iii)
Byzantine Fault Tolerance (BFT): To ensure reliable
network operation even when some controllers are faulty
or compromised, the architecture incorporates Practical
Byzantine Fault Tolerance (PBFT)[1][7]. This enables
controllers to reach consensus despite malicious or
arbitrary failures (Ahmed et al., 2024) The fault-tolerance
condition is given by (N > 3f + 1), where N is the
total number of controllers and f is the maximum number
of faulty or malicious controllers the system can tolerate
[18]. (iv) Intrusion Detection System (IDS): IDS would
continuously monitor network traffic and detect security
threats. It identifies traffic anomalies, detects DDoS
packet-in  floods, analyses controller and switch
behaviour, and uses machine learning to recognize
known and emerging attack patterns [6]. This enables the
early detection and mitigation of control plane attacks
[1]. (v) Secure Communication: The architecture is
secured by the use of Transport Layer Security (TLS), for
communication between controllers and switches using
mutual  authentication,  certificate-based  identity
verification, and secure key exchange protocols. These
measures protect control messages from interception,
tampering, and impersonation attacks, ensuring the
confidentiality,  integrity, and authenticity of
communications across the southbound interface [8],[19].

IV. EMPIRICAL REVIEW

Empirical studies on Software-Defined Networking (SDN)
security consistently highlight the vulnerability of the control
plane to various forms of attacks and failures, including.
Distributed Denial of Service (DDoS) attacks as one of the
most critical threats to SDN controllers.

A

Hill et al. (2024) investigated DDoS attack patterns in
SDN environments and found that the centralized
controller architecture significantly amplifies the impact
of traffic flooding, often resulting in service degradation
and increased latency.

Kaur et al. (2025) conducted a comprehensive review of
SDN-based DDoS attack mechanisms and mitigation
strategies. Their findings revealed that most existing
solutions focus on traffic filtering and anomaly detection,
but often fail to address controller-level resilience and
scalability issues under large-scale attack conditions.

Li et al. (2024) examined SDN security from a
penetration testing perspective and demonstrated that
controller hijacking and flow rule manipulation remain
persistent vulnerabilities, particularly in environments
with weak authentication and insufficient access control
mechanisms. Their study emphasized that compromised
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controllers can lead to severe network-wide disruptions
due to the centralized nature of SDN control.

D. Mardaus et al. (2024) analysed open-source SDN
controllers and reported operational and security
weaknesses related to  synchronization  delays,
inconsistent state management, and limited fault
tolerance capabilities. Their results indicate that
controller replication alone is insufficient without strong
consensus and consistency mechanisms.

E. Diouf et al. (2025) performed a systematic literature
review on SDN security and highlighted that Byzantine
behaviour among distributed controllers remains a major
unresolved challenge. They concluded that many existing
frameworks lack robust mechanisms for ensuring
consistency when some controllers become malicious or
unreliable.

Empirical evidence suggests that while SDN improves
network flexibility and programmability, its control plane
remains highly wvulnerable to both external attacks and
internal faults. Also, existing mitigation strategies are often
reactive rather than proactive, and there is a clear research
gap in designing integrated fault-tolerant architectures that
combine intrusion detection, consensus protocols, and
automated recovery mechanisms.

V. METHODOLOGY

This study adopts a design-oriented and simulation-based

methodology to develop and evaluate a fault-tolerant SDN

architecture for mitigating control plane attacks

A. Framework Design: A fault-tolerant SDN architecture is
designed by integrating multi-controller deployment,
controller replication, PBFT, IDS, and secure
communication to improve resilience and eliminate the
single point of failure.

B. Simulation and Attack Scenarios: The proposed
framework is implemented using an SDN simulation
environment (Mininet with ONOS). Control plane
attacks, including DDoS, controller hijacking, flow rule
poisoning, MitM attacks, and Byzantine failures, are
simulated.

C. Performance Evaluation and Comparative Analysis:
The proposed fault-tolerant SDN framework is evaluated
under both normal operating conditions and simulated
control-plane attack scenarios. Performance is assessed
using key metrics, including controller availability,
failover and recovery time, network throughput, end-to-
end latency, packet loss rate, attack detection rate, false
positive rate, consensus delay, and overall system
reliability. The results are then compared with those of a
conventional single-controller SDN architecture to
quantify improvements in fault tolerance, security,
network resilience, and overall performance.

D. Mathematical Model: The proposed fault-tolerant SDN
framework is modelled mathematically to evaluate its
resilience, reliability, and performance under normal and
attack conditions. The design is a distributed multi-
controller architecture for fault tolerance, that is
integrated with Byzantine fault tolerance mechanisms for
controller consistency, with intrusion detection and
automated failover capabilities.
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E. Distributed Multi-Controller Architecture: Let G =
(V,E) represent the SDN control network, where: V =
{C,S} consists of controllers Cand switches S. E
represents secure communication links.

The controller assignment is

v = {1, if switch i is assigned to controller j,
Y 0, otherwise.
subject to Z?’:l x;; =1,Vi.
Controller workload is
Li =X di Xijeoeie, (@)

where d;= traffic demand of switch i. The objective is to
minimize controller load imbalance.

min (m}ax L]-—mjin L]-> .................... 2

F. Byzantine Fault Tolerance: The PBFT requirement is
N = 3f + 1, where N= total controllers, f= faulty
controllers. Consensus delay is

Toprr = Tpre + Tprepare + Teommit -+ ©))

Or

N(N-1)L
Togrr = 3T, +T) -------------------------- 4

Where T,,,= message transmission delay, L= message size, B=
bandwidth.
Consensus succeeds when

f
Peonsensus = Zk_o(ll\‘]) a- p)kpN_k ............ (5)

G. Intrusion Detection Model
Traffic features

X = (X1, X2, ), X)) cevervennnennn, (6)
are classified by:
Y =FX) e @)
1, Attack
Where y = {O, Normal
Detection rate:
TP
DR = o 8)
False positive rate:
FPR=—— i 9)
FP+TN

H. Automated Failover Model

Suppose C,, is the primary controller. If H(C,) < Hyyn,
where H(C,)= controller health score, then C, — C,,, where
C,is the backup controller.

Recovery time:

T, =Ty + T+ Tp oo, (10)
where T,;= failure detection time, T,= controller
synchronization time, T,= controller takeover time.

System Reliability: The overall controller availability:

N
A=1-][_ (A =A)s, (13)
Reliability:

. Multi-Objective Optimization: The framework seeks to
maximize reliability and security while minimizing
latency and recovery time:maxZ = w; A + w,R +
W3DR —w, Tpppr — wsT, —

subjectto N >3f +1, L; <, Z},xij = 1. where A=

controller availability, R= system reliability, DR= attack
detection rate, Tpgpr= consensus delay, T,.= failover time,
FPR= false positive rate.
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VI. PROPOSED DESIGN ARCHITECTURE

Proposed Fault-Tolerant SDN Architecture
for Mitigating Control Plane Attacks
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Figure 1: Proposed Fault Tolerant SDN architecture

The proposed Fault-Tolerant SDN Architecture as shown in
figure 1, is designed to improve the security, reliability, and
availability of Software-Defined Networks by protecting the
control plane against cyberattacks and controller failures.
The architecture consists of three main layers: (i) The
Management and Orchestration Layer, (ii) Fault-Tolerant
Control Plane Layer, and (iii) Data Plane Layer.

The Management and Orchestration Layer contain SDN
applications, policy management, monitoring and analytics,
and topology management. These components communicate
with the controller cluster through the Northbound API to
configure, monitor, and manage network operations.

The Fault-Tolerant Control Plane Layer employs a distributed
multi-controller cluster instead of a single controller. The
controllers use Practical Byzantine Fault Tolerance (PBFT)
consensus to synchronize network state and continue
operating even if some controllers fail or become
compromised. A Security and Detection Module monitors
network traffic using intrusion detection and anomaly
detection techniques to identify attacks such as DDoS,
controller hijacking, and malicious flow rule injection. An
Automated Failover Manager detects controller failures,
selects backup controllers, synchronizes network state, and
restores flow rules to minimize service disruption.

The Data Plane Layer consists of OpenFlow-enabled switches
and connected devices that receive forwarding instructions
from the controllers through the Southbound API
(OpenFlow/OVSDB). Replicated state and configuration
repositories ensure data consistency across all controllers,
enabling rapid recovery after failures. The proposed
architecture would enhance fault tolerance, security,
scalability, and high availability by combining distributed
controllers, real-time attack detection, automated failover, and
replicated storage to maintain uninterrupted network
operations.
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VI. RESULT AND ANALYSIS

Controller Availability under Different Operating
Conditions

VAN

NOOP DDOS CONF CONH FRPO MITM BZFL AVGA

Controller Availability(%)

Operating Condition

—8—C-SDN (SC) (%) PFT-SDN (%) Improvement t (96)

Figure 1: Controller Availability
Note: *C-SDN(SC): Conventional SDN (Single Controller), PFT-SDN:
Proposed Fault-Tolerant SDN. NOOP: Normal Operation, DDOS: DDoS
Attack, CONF: Controller Failure, CONH: Controller Hijacking, FRPO:
Flow Rule Poisoning, MITM: Man-in-the-Middle (MitM) Attack, BZFL:
Byzantine Failure, AVGA: Average Availability

The result of controller availability, as shown in Figure 1
compares the controller availability of the conventional
single-controller SDN (C-SDN) and the proposed fault-
tolerant SDN (PFT-SDN) under different operating
conditions. Under normal operation, both architectures
achieved high availability, with C-SDN recording 99.2% and
PFT-SDN 99.9%. However, under control plane attacks, the
proposed framework consistently  outperformed the
conventional architecture. During a DDoS attack, availability
improved from 72.8% to 97.6%, while controller hijacking
increased from 61.7% to 96.8%. In the event of controller
failure, the conventional architecture dropped to 0.0%
availability, whereas the proposed framework maintained
99.4% through controller replication and automated failover.
Similar improvements were observed for flow rule poisoning
(78.9% to 98.2%), MitM attacks (83.5% to 98.6%), and
Byzantine failures (58.4% to 96.9%). The proposed PFT-SDN
achieved an average controller availability of 98.2%,
compared to 64.9% for the conventional SDN, demonstrating
that the integration of multi-controller deployment, PBFT
consensus, and automated failover significantly improve
network resilience and service continuity.

Recovery Time under Different Failure Scenarios
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Figure 2: Recovery Time
Note: *C-SDN(SC): Conventional SDN (Single Controller), PFT-SDN: Proposed Fault-Tolerant SDN.
NOOP: DDOSR: DDoS Attack Recovery, CONF: Controller Failure, CONH: Controller Hijacking,
FRPO: Flow Rule Poisoning, MITM: Man-in-the-Middle (MitM) Attack, BZFL: Byzantine Failure,
AVRT: Average Recovery Time

The recovery time comparison as shown in Figure 2,
compares the failover and recovery performance of the
conventional single-controller SDN with the proposed fault-
tolerant architecture under different control plane failure
scenarios. The conventional architecture experienced
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significantly longer recovery times because network services
depended on a single controller, resulting in prolonged
interruptions whenever the controller failed or was
compromised. In contrast, the proposed framework
consistently restored network operation within 71-118 ms
through the use of multi-controller deployment, controller
replication, PBFT-based consensus, and automated failover.
The average recovery time was reduced from 1,080 ms to
91.5 ms, representing an improvement of approximately
91.5%. These results demonstrate that the proposed
architecture provides rapid failover and minimizes service
disruption, ensuring continuous network availability even
during severe control plane attacks and controller failures.

Network Throughput under Different Operating Conditions
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Figure 3: Network Throughput
Note: *C-SDN(SC): Conventional SDN (Single Controller), PFT-
SDN: Proposed Fault-Tolerant SDN. NOOP: DDOSR: DDoS Attack
Recovery, CONF: Controller Failure, CONH: Controller Hijacking,
FRPO: Flow Rule Poisoning, MITM: Man-in-the-Middle (MitM)
Attack, BZFL: Byzantine Failure, AVGT: Average Throughput

The result of Figure 3 presents the network throughput
achieved by the conventional SDN architecture and the
proposed fault-tolerant framework under various operating
conditions. During normal operation, both architectures
maintained high throughput, although the proposed
framework achieved a slightly higher value of 982 Mbps due
to improved load balancing across multiple controllers. Under
control plane attacks and controller failures, the conventional
architecture experienced a significant decline in throughput
because network traffic could no longer be efficiently
managed by the compromised controller. In contrast, the
proposed framework sustained throughput above 875 Mbps
across all attack scenarios through distributed multi-controller
deployment, controller replication, PBFT-based consensus,
and automated failover. The average throughput increased
from 508.1 Mbps in the conventional architecture to 910.1
Mbps in the proposed framework, representing an overall
improvement of approximately 79.1%. These findings
demonstrate that the proposed architecture effectively
maintains network performance and service continuity even
under adverse operating conditions.

End-to-End Latency under Different Operating Conditions
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Figure 4: End-to-End Latency
Note: *C-SDN(SC): Conventional SDN (Single Controller), PFT-SDN:
Proposed Fault-Tolerant SDN. NOOP: DDOSR: DDoS Attack Recovery,
CONF: Controller Failure, CONH: Controller Hijacking, FRPO: Flow Rule
Poisoning, MITM: Man-in-the-Middle (MitM) Attack, BZFL: Byzantine
Failure, AVGL: Average Latency

Figure 4 compares the end-to-end latency of the conventional
single-controller SDN and the proposed fault-tolerant
architecture. Under normal operating conditions, the proposed
framework recorded a slightly higher latency (10.6 ms) than
the conventional architecture (9.8 ms) because of the
additional overhead associated with PBFT consensus,
controller synchronization, and secure communication.
However, under attack scenarios, the proposed framework
significantly outperformed the conventional SDN by
maintaining low latency despite controller failures and
security attacks. The average latency decreased from 90.8 ms
in the conventional architecture to 18.0 ms in the proposed
framework, representing an overall reduction of 80.2%. These
results indicate that while the proposed architecture
introduces a small synchronization overhead during normal
operation, it substantially improves network responsiveness
and service continuity under control plane attacks.

Packet Loss Rate under Different Operating
Conditions
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Figure 5: Packet Loss Rate
Note: *C-SDN(SC): Conventional SDN (Single Controller), PFT-SDN:
Proposed Fault-Tolerant SDN. NOOP: DDOSR: DDoS Attack Recovery,
CONF: Controller Failure, CONH: Controller Hijacking, FRPO: Flow Rule
Poisoning, MITM: Man-in-the-Middle (MitM) Attack, BZFL: Byzantine
Failure, APLR: Average Packet Loss Rate

Figure 5 presents the packet loss rates of the conventional
single-controller SDN and the proposed fault-tolerant
architecture under different operating conditions. Under
normal network conditions, both architectures experienced
minimal packet loss, although the proposed framework
achieved a slightly lower loss rate of 0.5%. During control
plane attacks and controller failures, the conventional
architecture suffered a substantial increase in packet loss due
to controller unavailability and delayed network recovery. In
contrast, the proposed framework-maintained packet loss
below 4% across all attack scenarios through multi-controller
deployment, controller replication, PBFT-based consensus,
intrusion detection, and automated failover. On average, the
packet loss rate decreased from 27.6% in the conventional
architecture to 2.3% in the proposed framework, representing
an overall reduction of approximately 91.7%. These results
demonstrate that the proposed architecture effectively
preserves data delivery and network stability, even during
severe control plane attacks.
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Table 1: Attack Detection Performance

Attack | Detection | Precision | Recall | F1- Detection
Type Rate (%) (%) (%) Score Time (ms)
(%)

DDOS | 99.2 98.8 99.2 99.0 18
CONH | 98.4 97.9 98.4 98.1 24

FRPO | 97.8 97.2 97.8 97.5 21

MITM | 97.1 96.7 97.1 96.9 26

BZFL | 96.8 96.3 96.8 96.5 29
AVAD | 97.9 97.4 97.9 97.6 23.6

Note: NOOP: Normal Operation, DDOS: DDoS Attack, CONF: Controller
Failure, CONH: Controller Hijacking, FRPO: Flow Rule Poisoning, MITM:
Man-in-the-Middle (MitM) Attack, BZFL: Byzantine Failure, AVAD:
Average Attack Detection

Table 1 presents the attack detection performance of the
proposed Intrusion Detection System (IDS) under various
control plane attack scenarios. The IDS achieved an average
detection rate of 97.9%, with corresponding precision, recall,
and Fl-score values of 97.4%, 97.9%, and 97.6%,
respectively. Among the evaluated attacks, DDoS attacks
recorded the highest detection rate (99.2%) and the shortest
average detection time (18 ms), while Byzantine failures
required slightly longer detection times because of their
complex and inconsistent behaviour across distributed
controllers. Despite these challenges, the IDS maintained high
detection accuracy with a low rate of missed attacks. The
results demonstrate that integrating machine learning-based
intrusion detection with the proposed fault-tolerant SDN
architecture enables rapid and accurate identification of
control plane attacks, thereby supporting timely mitigation
and maintaining secure network operation.

Table 2: False Positive Rate under Different Attack Scenarios

Attack Type | False False Detection
Positive Negative Rate | Accuracy
Rate (%) (%) (%)
DDOS 1.2 0.8 99.1
CONH 1.7 1.6 98.4
FRPO 2.1 2.2 97.8
MITM 2.4 2.9 97.2
BZFL 2.8 3.2 96.8
AFPR 2.0 2.1 97.9

Note: NOOP: Normal Operation, DDOS: DDoS Attack, CONF: Controller
Failure, CONH: Controller Hijacking, FRPO: Flow Rule Poisoning, MITM:
Man-in-the-Middle (MitM) Attack, BZFL: Byzantine Failure, AFPR:
Average False Positive Rate

Table 2 presents the false positive performance of the
proposed Intrusion Detection System (IDS) across different
control plane attack scenarios. The IDS achieved a low
average false positive rate of 2.0%, indicating that only a
small proportion of legitimate network activities were
incorrectly classified as attacks. The DDoS attack scenario
recorded the lowest false positive rate (1.2%), while
Byzantine failures exhibited the highest value (2.8%) due to
their complex and unpredictable behaviour. The average false
negative rate remained at 2.1%, demonstrating that only a
small number of actual attacks were missed. The framework
achieved an average detection accuracy of 97.9%, confirming
that the proposed IDS provides reliable attack detection while
minimizing false alarms, thereby reducing unnecessary
mitigation actions and maintaining stable SDN control plane
operations.
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Table 3: PBFT Consensus Delay under Different Controller
Configurations

architecture
representing an

conventional
framework,

to 0987 in the proposed
overall improvement of

Number of | Consensus | Consensus Faults approximately 43.7%.
Controllers | Delay (ms) | Success Rate | Tolerated (f)

(%) Table 4: Comparative Performance Analysis of Conventional
4 5.8 100.0 1 and Proposed SDN Architectures
7 8.6 100.0 2 Performance Metric C-SDN | PFT- Improvement
10 12.9 99.8 3 (SC) SDN (%)
13 16.8 99.7 4 Controller 64.9 98.2 51.3
16 215 99.6 5 Auvailability (%)
Average 13.1 99.8 3 Average Failover & 1,080.0 | 91.5 91.5
Note: *PFBT- Practical Byzantine Fault Tolerance Recovery Time (ms)
Table 3 presents the PBFT consensus performance of the ["Network Throughput | 508.1 910.1 79.1
proposed multi-controller SDN architecture under different | (\Mpps)
controller configurations. As the number of controllers ["Enqto-End Latency | 90.8 18.0 80.2%
increased, the consensus delay gradually rose due to the (ms)
additional communication and message exchanges required ["packet Loss Rate %) | 27.6 23 91.7%
by the PBFT protocol. Despite this increase, the framework |~Aw=ci Detection Rate | 89.6 97.9 93
consistently achieved a consensus success rate above 99.6%, (%)
demonstrating reliable coordination among distributed False Positive Rate 78 20 74.4%
controllers. The architecture successfully tolerated up to (f) (%)
faulty or malicious controllers while satisfying the PBFT PBET Consensus N/A 131 N/A
requirem-ent of (N= 3f + 1). Altho'ugh. larger controller Delay (ms)
clusters introduced a modest communication overhead, the System Reliability 0,687 0,987 137

observed consensus delays remained low (5.8-21.5 ms) and
did not significantly affect overall network performance.
These results confirm that PBFT provides dependable
controller synchronization and consistency, enabling the
proposed fault-tolerant SDN framework to maintain secure
and reliable control plane operations even in the presence of
malicious or failed controllers.

System Reliahility under Different Operating Conditions
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Figure 6: System Reliability

Note: *C-SDN(SC): Conventional SDN (Single Controller), PFT-SDN:

Proposed Fault-Tolerant SDN. NOOP: DDOSR: DDoS Attack Recovery,
CONF: Controller Failure, CONH: Controller Hijacking, FRPO: Flow Rule

Poisoning, MITM: Man-in-the-Middle (MitM) Attack, BZFL: Byzantine

Failure, AVGR: Average Reliability

Figure 6 compares the system reliability of the conventional
single-controller SDN architecture with the proposed fault-
tolerant framework under different operating conditions.
Under normal operation, both architectures exhibited high
reliability, with the proposed framework achieving a slightly
higher reliability value of 0.999. However, during controller
failures and control plane attacks, the conventional
architecture experienced a significant decline in reliability
due to its dependence on a single controller. In contrast, the
proposed framework consistently maintained a reliability
above 0.97 across all attack scenarios through the integration
of multi-controller deployment, controller replication, PBFT-
based consensus, intrusion detection, and automated failover.
The average system reliability improved from 0.687 in the

DOI: 10.5281/zenodo.23140982

*C-SDN(SC): Conventional SDN (Single Controller), PFT-SDN: Proposed
Fault-Tolerant SDN, PBFT:Practical Byzantine Fault Tolerance

*For latency, packet loss, and false positive rate, the percentage indicates a
reduction, which represents improved performance.

VII. DISCUSSION

A comprehensive comparison between the conventional
single-controller SDN architecture and the proposed fault-
tolerant SDN framework across all evaluated performance
metrics as shown in Table 4. The comparative results show
that the proposed fault-tolerant SDN architecture delivers
substantial improvements over the conventional single-
controller approach. Controller availability increased from
64.9% to 98.2%, while the average failover and recovery time
was reduced by 91.5%, enabling rapid restoration of network
services after failures or attacks. The proposed framework
also improved network throughput by 79.1% and reduced
end-to-end latency by 80.2%, demonstrating its ability to
sustain  efficient communication even under adverse
conditions.

Furthermore, the integrated intrusion detection system
achieved a higher attack detection rate (97.9%) while
reducing the false positive rate to 2.0%, minimizing
unnecessary security alerts. The implementation of PBFT
ensured reliable controller synchronization with an average
consensus delay of only 13.1 ms, providing strong
consistency  without significantly  affecting  network
performance. The proposed architecture achieved a system
reliability of 0.987, significantly outperforming the
conventional SDN architecture. These findings confirm that
integrating distributed controllers, PBFT consensus, intrusion
detection, and automated failover provide an effective
solution for mitigating SDN control plane attacks while
maintaining high levels of availability, reliability, and
performance.
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VIII. CONCLUSION

This study proposed a fault-tolerant Software-Defined
Networking (SDN) architecture for mitigating control-plane
attacks through the integration of distributed multi-
controller deployment, controller replication, Practical
Byzantine Fault Tolerance (PBFT), an Intrusion Detection
System (IDS), and automated failover mechanisms. The
architecture was designed to address the single point of
failure inherent in conventional single-controller SDN
while improving control-plane security, availability,
reliability, and resilience. Simulation results demonstrated
that the proposed architecture outperformed the
conventional single-controller SDN across the evaluated
performance metrics. It maintained high controller
availability, reduced failover and recovery time, improved
network throughput, reduced end-to-end latency and packet
loss, achieved high attack-detection accuracy with a low
false-positive rate, and maintained reliable controller
coordination through PBFT consensus. These capabilities
enabled the network to remain operational during DDoS
attacks, controller hijacking, flow-rule poisoning, Man-in-
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