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Abstract— In this advanced period, web security is frequently
expected to be careful from fraudulent activities. There are a few
programmers who attempt to fabricate a program that can
communicate with site pages automatically and attempt to break
the information or make a few garbage passages because of that
web servers get hanged. To stop the garbage passages;
CAPTCHA is an answer through which bots can be
distinguished and denied the machine-based program to
intercede with. CAPTCHA stands for Completely Automated
Public Turing test to tell Computers and Humans Apart. In the
movement of CAPTCHA,; there are a few techniques accessible,
for example, distorted text, picture recognition, math solving, and
gaming-based CAPTCHA. Game-based Turing test is a lot well
known now daily however there are a few strategies through
which the game can be broken on the grounds that game isn't
intellectual. In this way, there is an expected characteristic of
CAPTCHA. The proposed framework depends on the Intrinsic
Decision-based Situation Reaction Challenge. The proposed
framework can more readily characterize the humans and bots by
its inborn issue. It has been considered as a human is fit to
manage the genuine issues and machine is bit poor to understand
what is happening or the way that the issue can be settled. Thus,
proposed framework challenges with basic circumstances which
is simpler for human yet extremely difficult for bots. Human is
expected to utilize his presence of mind just and the issue can be
addressed with few moments.

Keywords— CAPTCHA, Web Security, Turing Test, Reaction
Test, Game Theory, Hard Al Problem, Bots.

I. INTRODUCTION

In the field of web security, CAPTCHA assumes a
significant part since it has not been revelled with
accommodation structure then programmer can constructed a
program that automatically presents a few phony sections
and consumes the data set and server becomes inaccessible
for different clients. Along these lines, it required putting
with accommodation structure and it is likewise expected to
utilize high security based CAPTCHA. Programmers can
make the valid server occupied and by the assistance of SEO
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(Search Engine Optimization) a phony or faker site can be

served through which real clients get confounded and they
put their data in off-base spot [1].

Security Check
(Required)

I'm not a robot

Select all images with rivers.

cC oo

Report a problem

Fig. 1. Picture Recognition CAPTCHA [2]
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Fig 1 shows the picture recognition challenge where client is
expected to perceive those pictures that contains sculptures.
Thus, according to the fig 1; it is extremely confounding to
perceive every one of the sculptures and according to the
best CAPTCHA, it ought to be all around as simpler as
feasible for human and exceedingly difficult for bots.
Picture recognition challenge is simpler assuming that item
is more apparent however harder assuming article is bit
converged with foundation data. To make the test more
intractive, gaming CAPTCHA is bit polular that can employ
the attension of clients. Gaming CAPTCHA is a sort of
small games where client is expected to connect with
something similar. There are a few method of gaming
CAPTCHA accessible, for example, click based, drag and
drop based, composing based and some more.

(Add flowers to the vase.
o o
% n7

Place food in
the refngerator

?

’05

Fig. 2. Gaming CAPTCHA [3]

Il. RELATED WORKS

There are different explores which have been finished in the
field of web security where different philosophies have been
utilized for accomplishing better security model. Ahmet
Faruk Cakmak et.al. [4] proposed a sound CAPTCHA
utilizing Support Vector Machine (SVM). In this sort of
challenge, there are a few sound records are related with
specific pictures and client is expected to perceive the string
by listening it. Sound documents contain human voice with
weighty commotions that occupy the clients. Framework has
been prepared with a few pictures as well as sound
documents and tested in like manner. Eman Ababtain et al.
[5] et al. proposed one more system to challenge the bots for
settling the signal based CAPTCHA. Signal based challenge
implies client is expected to play out an activity that can be
connected with the simplified based games. Barely any quite
a while back, it very well may be considered as high got
challenge however in the cutting edge time there are a few
methodologies through which a smaller than expected game
can be broken in the event that it is just in light of simplified
strategy. There is no intelligence engaged with
distinguishing the article or the activity which need to
perform for confirming CAPTCHA according to the
objective module. S.Ezhilarasi et al. [6] proposed a
CAPTCHA which depends on picture recognition and
navigation. The creators added commotion in the picture
and makes it more confounded to understand. The creators
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utilize two methods for adding the clamor in the picture;
either by covering two pictures or by distorting the picture.
Covering the pictures isn't advantageous for human since it
makes the pictures more convoluted to understand and
elevated degree of distortion can confounds human to
understand the issue. A CAPTCHA ought to be pretty much
as helpful as workable for human and as muddled as feasible
for bots.

F2 ImagelconExample

Fig. 3. Overlapping the Images [6]

Fig. 3 shows the picture recognition CAPTCHA where
pictures are covered with different pictures and make it
muddled for bots. However, it is frequently convoluted for
human additionally to understand the picture like the main
picture. MontherAldwairi et al. [7] proposed a glimmer
based games. Streak based games are small games where a
client is expected to play a game that might be founded on
snap or intuitive. The greater part of the blaze games depend
on puzzle issue. In this paper the glimmer based game is
connected with the item distinguishing proof issue alongside
simplified approach. Fig. 5 shows the glimmer based game
where client is expected to distinguish the article; it implies
what ball is utilized in soccer. There are three balls
accessible around there and client needs to relocate the
particular ball connected with the game. It is bit progressed
as contrast with the straightforward small scale games.

I11. IMPLEMENTATION DETAILS

Here the framework proposes a gaming CAPTCHA where a
natural circumstance present. Proposed framework depends
on hard Al issue that requires on a very basic level right
choice. It very well may be expressed as the circumstance
based issue that an individual countenances in his day to day
routine. The proposed framework depends on game
hypothesis that dissecting what is going on for players and
take choices appropriately. It is bit vary from the regular
framework since it is additionally founded on genuine issues
where human is competent to thoroughly consider it like the
proposed game that can be utilized in turing test. Fig. 6 is
the proposed game for CAPTCHA where user is required to
use his brain and take decision accordingly. There are no
incorrect decisions involved but correct decision is related to
the real life problems where human is very much capable to
think over it. As in fig 4 where user is required to help turn
on the bulb. There are several things present in the room
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where any object can be drag and drop as per the
requirement to turn on the light.

Turn on the light please

Fig. 4. Proposed Gaming CAPTCHA

But fundamentally or by using the common sence a light can
be turned on by passing electricity to the broken wires. A
person can easily think about this problem and can find the
solution for the same but bots are not able to think over it. A
glass of water can help to turn on the light by droping water
where the broken wires are there, because water is great
conductor of electricity that can pass the electricity and turn
on the bulb successfully. Users have time limit too for
finding the solution of the game. All stuffs are able to drag
and drop at any location. These kinds of problems can be
solved using common sense because no program can
analyzed that what is required to do at this situation to turn
on the light. User is required to drag the glass of water and
drop at target position where problem exists. It can be
solved by human very easily by almost impossible for bots
to analyze it.

Turn on the light please

Fig. 5. Proposed Gaming CAPTCHA Solved

A solution for a game portrays the ideal decisions of the
players, who could have near, conflicted with, or mixed
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interests, and the outcomes that could result from these
decisions. The game speculation has been applied to a wide
collection of conditions wherein the choices of players
interface with impact the outcome. Zeroing in on the
fundamental pieces of route, or perspectives compelled by
the players rather than by unadulterated chance, the
speculation the two improvements and goes past the dated
speculation of probability. It has been used, for example, to
sort out the thing mixes are likely going to shape, the power
of an elector or an alliance of residents, whom to decide for
ajury.

Table | Play off Matrix

Rock Scissor Paper
Rock 0 1 -1
Scissor -1 0 1
Paper 1 -1 0

The game is called lose situation on the grounds that the
amount of all pays are equivalent to the zero. In this model
endlessly rock pays nothing yet rock scissor pays off for the
scissor and in the sets of rock and paper; rock needs to pay
off adversely. Comparably for each stuff there is what is
happening where something specific needs to pay off
emphatically or adversely. This is a piece of game
hypothesis where circumstances are involved and client is
expected to take choices in like manner and there are key
standards engaged with it that can be realted to the genuine
circumstances. Individual games are called games against
nature.

Turn on the light please

Fig. 6. Framework of the proposed gaming CAPTCHA

With no enemies, the player only necessities to list open
decisions and subsequently pick the best outcome.
Whenever chance is involved the game could give off an
impression of being more tangled, but on an essential level
the decision is still fairly clear. For example, an individual
picking whether to convey an umbrella measures the costs
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and benefits of conveying or not conveying it. While this
individual could seek after some unsatisfactory decision,
there doesn't exist an insightful enemy. That is, nature is
endeavored to be totally not intrigued by the player's
decision, and the individual can assemble his decision
regarding direct probabilities. One-individual games hold
little interest for game researchers.

A. Flow Chart

Fig 7 shows the flowchart of proposed gaming CAPTCHA
where interaction started with a game and when the game
has been begun; a clock began.

‘ START )

2

Set timer (t) of
N Seconds

2

" Take Decision

Correct Decision?

YES
Enable Input

Fields

J|  Show Input

NO Fields

YES

Time Out Submit Form
END

Fig. 7. Flowchart of the proposed gaming CAPTCHA

The time furthest reaches of the game is brief which is
adequate to thoroughly consider it and take choice
appropriately. Framework continues to check regardless of
whether client endeavored the right choice. When the right
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choice has been made; the info fields get showed up and
client can present the structure and cycle become end. In
any case, a client continues to look for the arrangement and
not ready to take choice; it very well may be client is robot
or a piece of program.

B. Game Theory Algorithm

Table 1l addresses the Game Theory Algorithm which
depends on powerful game hypothesis approach. As a
matter of some importance game is to be instate with time t.
Every single dragable item has own directions can be
changed when client moves the item to the new area. In this
way, new area is to be figured at every developments.
Among all items there is an objective article and framework
continue to refresh the area of target object too. At the point
when client find the objective article and raises a ruckus
around town area then that will be cosidered as the right
choice yet client needs to find and drag the objective item ot
the objective area until t isn't equivalent to 0. On the off
chance that time is finished, CAPTCHA check become
fizzled and reload button shows up and when the client click
on reload button then another particular circumstance will
show up.

Table Il Game Theory Algorithm

Game Theory Algorithm

Step 1: Initialize coordinates
Step 2: Settime t < N sec

Step 3: To(Xt, Yt) < (X1, Y1), (X2, ¥2) 5......... (Xn, Yn)
Step 4: To < (left, right, bottom, top) //drag & drop
Step 5: Compute updated coordinates of the object

B Xo1a — leftora )
Xnew = leftnew + <(Tightozd — leftoa

X (Tightnew - leftnew)>

o + ( Yoia — t0Po1a )
Ynew Prew bottomy;q — topyg

X (bottomy,,, — topnew)>

Where Xnew and Ynew are the new location of the object after drag &
drop.
Step 6: if To(Xnew, Ynew) hits T // TLTarget Location
{
Correct « Decision
True < Input Fields Visibility;
}
else
Incorrect < Decision
Flase « Input Fields Visibility;
end else
end if
Step 7: while (t > 0) do
Repeat Step 5 & 6;
end while
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Step 8: if t =0 then
Verification Failed<« t //timer

Table V Result Comparison

end if
Step 9: End Terms & Parameters S.Ezhilarasi [6] Proposed
V. EXPERIMENTAL RESULT Total No. of Participants 30 30
Trial result depends on specific boundaries for example Total No. of Successful
normal time taken to settle the CAPTCHA, most reduced Partici 29 30
. : articipants
time recorded by the framework, number of effective
clients, number of ineffective clients, standard deviation, Total No. of
difference, picture illustrations of the CAPTCHA, intricacy %gsrfsi‘é‘i:e:i‘;‘;' 1 0
and impediment. . P
Table 111 Experimental Results Mean TITE)Recorded 15 8.83
Terms & Parameters Proposed Lowest Time Recorded 6 5
Total Number of Users 30
Total Number of Successful Users 30 Precision of Success 0.97 1
Total No. of Unsuccessful Users 0
Lowest Time Recorded 5 Precision of Failure 0.03 0
Mean Time Recorded 8.83 i
Image Graphics Complicated SD'Z::?;?V‘:‘
Standard Deviation 2.61
Variance 6.83 Complexity Moderate Easy
Table 111 shows the result of the proposed system. Table IV Enalish L c S
shows the frequency table of the participation. Limitations ng |sSkiﬁgguage onFlgqqour:regnse

Table IV Frequency Table

Ti | Frequen | Cumulative Relative Cumulative
me cy frequency frequency relative
frequency

5 1 1 0.033 0.033

6 6 7 0.2 0.23

7 5 12 0.17 0.4

8 3 15 0.1 0.5

9 2 17 0.067 0.567
10 5 22 0.167 0.733
11 5 27 0.0167 0.9

12 1 28 0.033 0.933
15 2 30 0.067 1

Table V represents the result comparison of the proposed
system with earlier proposed systems.
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V. CONCLUSION & FUTURE SCOPE

Inherent choice based circumstance response CAPTCHA is
the cutting edge challenge for bots to address it with
intellectual endeavors. The proposed challege can
characterize the human among bots or bots among human.
Proposed challenge depends on hard Al issue since client
expects to settle the CAPTCHA by taking choices by his
good judgment. Proposed challenge depends on
circumstances and client can tackle the issue in the span of
few moments simply by utilizing good judgment or the
choice which is generally right. For instance on the off
chance that an individual is very thristy and he has offer for
a glass of water and some tea then what stuff he ought to
pick, offcourse it ought to be a glass of water that check out
assuming that individual is thristy. There are a few
intellectual circumstances where human is reasonable to
tackle it in a given time yet machine is wasteful to take care
of these sort of issues. In future the circumstance can be
more unmistakable and appealing by creating it more
simpler and human can settle the particular significantly
quicker. Framework related better degree of execution as
contrast with the base paper and prior proposed frameworks.
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