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Abstract— Researchers are always on the move to innovate
something new from their side. Such a work by researchers in the
field of biometrics has led to identify the finger knuckle print as a
biometric trait with distinct features. There are certain biometric
parts such as fingerprint, iris, palm print and now knuckle print.
Knuckle contains rich texture that is distinct for each fingers it
selves. Knuckle has potential information that can differentiate
persons uniquely. System is intended to acquire the knuckle
image and process it for data acquisition and generate code map.
Code map is a template that localized in database and compare
with input code maps. The proposed system is able to extract
information from knuckle image with high precision using
different kind of filters and image enhancement techniques such
as Gabor, Spatial filters and Sobel that facilitate SURF (Speeded
Up Robust Feature). Proposed system possess low error rate with
zero false recognition recall. If a system has false acceptance rate
then the precision does not follow ideal system. System should
have zero false acceptance and high false rejection rate along
with true acceptance. Precision is based on high quality feature
extraction that could be made by some image enhancement
techniques that proposed system follows.

Keywords— Knuckle Print, Sobel Edge Detection, SURF, Gabor
Filter, Biometric and Binary Localization.

I. INTRODUCTION

Finger knuckles can be played as a strong contender
among competent features used in biometric system due
to its characteristics. Fundamentally, surface of finger
knuckle is considered as a unique shape created on the
finger joints at their back region of the hands. As there
are three phalangeal joints exists on the back region of
fingers. Metacarpophalangeal joint is a region where
finger joints with the surface of the hands. Proximal
Inter Phalangeal (PIP) joint is the section which is
considered as the middle joint of a finger. Distal joint is
the portion refer to the joint at the tip surface of the
finger at the back region. So, the first joint from the tip
of the finger is known as Distal joint, middle joint is
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considered as the Proximal Inter Phalangeal (PIP) joint
and the last joint on the finger is known as
Metacarpophalangeal joint.
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Fig. 1. Finger Knuckle Print Sections [1]

The existence of these joints in the back portion of a finger
generates shrinks on the outer area of the skin, which forms
a cutaneous shape comprising of lines, wrinkles, shapes, etc.
So, the shape or pattern formed at the joint of PIP on the
finger is taken as the finger knuckle print. Disparate to the
finger prints, knuckle patterns are hard to scuffle due to its
distillates on the inside surface of the region. Characteristics
acquired by the knuckle prints are tremendously inimitable
which can be an ideal option for a biometric system [1].
Knuckle print based authentication system is a system where
identification is conformed through finger knuckle.
Knuckles are having distinct features or textures that can be
used for developing a biometric system which is also useful
for crime scene investigation where knuckle print found in
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place of fingerprint. The traditional approach for extracting
features from finger knuckle is based on binary patterns.
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Fig. 2. Finger Knuckle Print Authentication System [2]

Fig.2 shows the GUI of finger knuckle print authentication
system that prefabricated in previous works.

Il. RELATED WORKS

A. Related Works

Amine AMRAOUI et al. [3] proposed a concept of
Compound Local Binary Patterns (CLBP) where patterns
are extracted by encoding all corresponding to a neighbor of
local neighborhood in order to construct the compound and
robust feature. System uses PolyU database for storing
binary templates that intended to compare while
authentication. Author used distance-based classifier for
reducing the computational time. The accuracy trails to
98.71% for authenticating the legitimate and illegitimate
users. Jooyoung Kim et al. [4] proposed a finger knuckle
print system based on difference between the images with
respect to the Euclidean distance comparison. Here the
difference image operation has been performed to enhance
the knuckle- print lines on the image matrix. The difference
operation has been achieved by shifting the complete image
by one to many pixels followed by a subtraction operation
between two images. Subsequently, features are extracted
by transforming the disparity image into frequency domain
using a discrete Fourier transform. Finally, matching is
achieved through the Euclidean distance between the
extracted features of input image and the stored one.
Arulalan. V et al. [5] proposed a combinational biometric
system of two traits Iris and Finger knuckle print; it means
that the score will be captured on the basis of two distinct
features. Here Haar Wavelet has been used for Iris feature
extraction and Linear Discriminant Analysis for finger
knuckle print. Combining two biometric features do not met
the desirable system because single system should be liable
to attain the true acceptance and false rejection instead of
combining two biometric systems. Two levels verification
always return an ideal authentication but the complexity
level of attaining the feature become higher and
computational time get increases. Farzam Kharaji
Nezhadian et al. [6] proposed a system which is based on
inner knuckle print instead of outer one. In this system the

IJSRTM-2583-7141

inner surface of finger has been used authentication that
may possess less features or texture. Gabor wavelet filter
has been used for enhancing the inner knuckle print and
feature extraction has been done using K-Nearest neighbor
fuzzy classifier. Forward Feature Selection is an algorithm
that pertain scores as per the features matched and return
result accordingly. Wavelets are powerful tools that
generally used for feature extraction in the field of
authentication that deals with horizontal, vertical and
diagonal matrix. Inner knuckle print contains very less
feature as compare to the outer most knuckle of a finger. E.
O. Rodrigues et al. [7] proposed a system which is based on
image filter and Similarity measures. It is an edge detection
technique that finding edges or lines from finger knuckle
and preprocess for noise reduction if it contains. System is
intended to capture the knuckle print from folded knuckle
that forms less creases or principal lines which results low
feature extraction. Wafa El- Tarhouni et al. [8] proposed a
system which is based on Local Binary Patterns that
measures local binaries value of knuckle print texture and
compare with the threshold value. Local Binary Pattern
(LBP) is widely used to analyze local texture features of an
image. An extension of LBP based texture descriptors has
been proposed and focusing on improving noise
strengthening using different encoding or threshold plans
where the most widely known Median Binary Pattern
(MBP), Fuzzy LBP (FLBP), are Local Accurate Pattern
(LAP), and Shift LBP (SLBP). LBP based Descriptors
rarely apply in Finger-Knock-print (FKP) not recognized
and specially, SLBP-based descriptors not yet reported.
Iman Sheikh Oveisi et al. [9] proposed a system which is
based on Multimodal approach that combines two biometric
system i.e. palm print and knuckle print using AdaBoost
classifier. AdaBoost classifier is employed to address the
problem of restricted number of training data in unimodal
systems. System uses Dual Tree-Complex Wavelet
Transform (DT-CWT) for feature extraction for both finger
knuckle prints as well as palm print. But combining two
features raises two biometric level that may consumes
computational time as well as the complexity level of
acquisition.

I1l. PROBLEM IDENTIFICATION

Previously proposed system is based on Local Binary
Patterns and PolyU database. Since the method uses
predefined algorithm  which limits the practical
implementation of system as slight illumination can affect
the accuracy of knuckle print scanner. Binary values may
differ on different light occurrence that resulted inaccurate
precision. If a single false acceptance made among 1000 of
users then system get failed to provide ideal authentication

system.
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Fig. 3. Binary Code Extraction



Fig.4 shows the binary code representation of an image.
Binary code based template matching affects the accuracy
directly because of lightness or luminance and does not
work with poor image. Local binary pattern has been used
by several researchers but do not met desirable accuracy. It
is a widely used effect in graphics software, typically to
reduce image noise. Less pattern details extracted that
possesses less accuracy rate.
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Fig. 4. Binary Patterns of Knuckle Print

Fig.5 shows finger knuckle pixel binarization that matches
with the templates for feature valuation. A finger knuckle
can be affected by luminance that resulted inaccurate
authentication. As shown in the Fig.6, a region of finger
knuckle represent the gay level with different densities.
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Fig. 5. Finger Knuckle gray level Extraction for original knuckle

1B image Tool 1 - lighting o x|l
file Tools Window Help v Fle Edt Window Hep

12007 B0 QA% 5t

Pocelinfr (X, Y) Irtensty

Display range: [0 255]

i,

FAaaliatant san

Pecel nto: (X, Y) Pieel Vaie

Fig. 6. Finger Knuckle gray level Extraction for distinct luminance

1V. PROPOSED WORK & IMPLEMENTATION

The proposed system is able to provide better authentication
approach towards knuckle print. It acquires user’s knuckle
in the form of frame and later processes it for feature
extraction that can be compared with the stored template.
The true acceptance rate of proposed method is bit higher as
compare to the earlier implemented system with minimal
error rate. The system has been implemented in MATLAB
with Sobel Edge Detection that extract feature for matching
with templates. Once the feature has been extracted, it
matches with the stored templates and if the matching
feature is greater than the threshold value or key points; the
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referential result will be returned with holder’s detail.
System is capable to return true positive results with
minimal false or fake results. System has been tested with
many enrollments and system observed as effective
biometric authentication system.
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Fig. 7. Proposed GUI
Fig. 8 represents the graphical user interface where an

authentic user gets accessed with her knuckle image and
Fig. 9 is a demonstration of denying illegitimate user. All

the images are real and taken manually for better
authenticity.
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Fig. 8. False User Denying

System is capable to reject false user at all that strongly
affect the precision of the system. Here the system is based
on Sobel Edge Detection with Emboss, sobel extract the
features edges and emboss makes it highlight from the
background and stored it as feature texture as templates.
These templates are stored in the database that later compare
with the input one, comparison is based on key points
extracted and the amount of key points matched. If key
points are greater than the threshold value then it will
authenticate the user and if it is less than the threshold value
then system will deny the user and score will be printed over
the screen. A standard matching amount is 20%, if is stated
as if a user may have 20% similar features then he belongs



to that feature. If a true user get denied, no causality count
but if a false user get accessed then the whole system get
failed and error rate shallow the precision.
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Fig. 9. Flow Chart for Enrollment

First of all, an enrollment is required to create feature
templates for matching score levels for results. Here in the
enrollment phase, first of all a knuckle image has to be
captured or acquired, then region of interest has been
targeted where the useful information exists. Then sobel is
to be applied for detecting edges and after that Emboss the
extracted edges that highlight the features and store the
features as templates for future matching. These features are
stored in database that later comparing with the input
knuckle image.
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Fig. 10. Flow Chart for Authentication
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After successful enrollment, authentication is verified by
acquiring a knuckle image for feature extraction similar to
the enrollment phase. The process begins with capturing the
knuckle image, selecting the ROI (Region of Interest), and
then applying Sobel and emboss filters to extract features.
Once features are extracted, they are compared with stored
templates, and if the similarity score exceeds the threshold
value, the user is authenticated; otherwise, access is denied.
The threshold represents the condition for accepting or
rejecting a user based on the degree of similarity. The Sobel
operator, introduced by Irwin Sobel and Gary Feldman at
Stanford Artificial Intelligence Laboratory (SAIL) in 1968,
is a discrete differentiation operator used in image
processing and computer vision, particularly in edge
detection. It estimates the gradient of the image intensity
function by convolving the image in horizontal and vertical
directions using a small, separable integer-valued filter.
Although computationally efficient, the Sobel operator
produces approximate results that can appear relatively raw,
especially in cases of high-frequency image variations.

Fig. 11. Sobel Edge Detec ion [10]

A. Edge Magnitude Sobel Emboss
Algorithm

Require: Horizontal gradient mask Gx, Vertical gradient
mask Gy, threshold T, Absolute magnitude G, template Ft
INPUT: A « 2 dimensional image arrays.

OUTPUT: Gradient ratio for edge detection

Step 1: Acquire the input knuckle image.
Step 2: Function Sobel
(A)Gx=[-101;-202;-1
01]
Gy=[-1-2-1;000; 12 1]
Step 3: Apply gradient mask Gy and Gy to
inputimage S; = Gx * A
82 = Gy * A

Step 4: Separate mask manipulation for Gx and Gy as Si
and S; resp.

Step 5: Combine the results to find out the absolute
magnitu de of the gradient.

1G] = /Sf+522

Step 6: Apply Emboss w.r.t . 0 direction

0 +1 O
6=(0 0 O
0 -1 0

Step 7: Store key points as F



Step 8: if F> T then
Authenticate user;
else

Denying user;

end else

end if
Step 9: End

Here the input is a 2 dimensional image array and output
is gradient ratio for edge detection. First of all a knuckle
image is to be acquired for further process and once it has
been acquired then sobel function will be applied for
calculating gradient values. Once the gradient value has
been calculated in x and y axis the gradient magnitude
is to be calculated. After this, Emboss is applied with 6
angle of direction after all this; a feature has been
extracted as key points that can be stored in database for
future matching. While performing authentication,
feature extraction process is similar to the enrollment
process. If extracted feature is greater than the threshold
value then it will authenticate the user otherwise deny.
Similarities are based on key point extracted from input
image and the image stored in the database.

V. RESULT OUTCOMES

The result has been analyzed on the basis of true acceptance,
true rejection, false acceptance and false rejection. Here the
total number of 25 true knuckle image tested that belongs to
stored templates. All true users get accessed with true
authentication and there is no true rejection at all, similarly
25 false users are also tested for error computation. There
are no false users get accessed, all are denied by the system.

Table No. | Result Analysis

Holders Key points Key points Score %
Found Matched
1 1070 1070 100%
2 302 302 100%
3 1211 1186 97.93%
4 589 587 99.66%
5 785 781 99.49%
6 799 799 100%
7 877 877 100%
8 1040 1040 100%
9 691 680 98.40%
10 547 547 100%
Overall =
99.54 %

Table | represent the key points extracted from input
image and key points that are stored in database.
Accuracy is computed on the basis of score level and
matching key points.
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Table No. Il Result Comparison

Accuracy

CLPP [11] 86.26 %
OCLPP [12] 87.42 %
MSLBP [13] 93.87 %
LBP [14] 98.71%
CGF [15] 99.33 %
Proposed 99.54%

Table Il represent the comparison over the last
decades researches on knuckle print based
authentication system. As per the accuracy computed
is higher than the previous one. The accuracy of
successful key points matching is 99.03% along with
100% false rejection rate and true acceptance rate as
per the samples tested. The accuracy is calculated
over the 10 score levels or key points, the ratio for
deriving precision is based on key points found on an
image and how many key points matched. There is
no false acceptance that shows an ideal system with
minimal error rate.
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Fig. 12. Precision comparison among various researches made over
biometric knuckle print based authentication system

VI. CoNCLUSION & FUTURE ScOPE

Thus the currently proposed system is able to recognize
knuckle region along with its features that correctly
authenticate the user and rejecting the false on. Precision is
calculated over the key points matching scores and error rate
is computed as per the false acceptance, false rejection, true
acceptance and true rejection. So, the accuracy rate of
proposed work is 99.54% along with 100% false rejection
and true acceptance rate. Sobel Edge Detection and
Embossing are liable to acquire the accuracy rate which is
bit higher from previous works. Knuckle print based
authentication system can be implemented with bit higher
precision in future and applicable in various fields of
authentication. Knuckle biometric authentication is a touch-
less system that allows users to interact without any
hygienic disease. This biometric feature cannot be stolen
and no unauthorized users get access. This system can be



implemented in various fields that may replaces existing
one.
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